
Precept: Buffer Overflow



Purpose & Structure

• To help you understand buffer overflow and how to exploit it.

• Not implementation
• Solve 7 challenges
• Answer 3 questions



Your task

• Generate ssh key (using ssh-keygen)

• https://docs.google.com/forms/d/e/1FAIpQLScwSWl9Py76gtCr
k4E-
3X4aLnZX33dq719muUQPbEQVgS0v9w/viewform?usp=send_f
orm

• $ ssh -p 54321 YOUR_STUDENT_ID@teemo.kaist.ac.kr

https://docs.google.com/forms/d/e/1FAIpQLScwSWl9Py76gtCrk4E-3X4aLnZX33dq719muUQPbEQVgS0v9w/viewform?usp=send_form




Challenges

• $ cd /challenges
• $ ls

01-basic  02-jump  03-shellcode  04-system  05-leak  06-
chain  07-full



Questions

• vagrant@vagrant:/challenges$ grep -RHn "Question"
• 06-chain/README.md:15:## Question
• 03-shellcode/README.md:16:## Question
• 02-jump/README.md:15:## Question
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