
Lab00: Getting started
Insu Yun



Your account emailYour ID: pseudonym 
(Using Docker’s 

generation mechanism)

Your API Key

Your SSH key for 
challenge sever will be 

attached!



Submission : Login

Use API from the email.
If you didn’t get your A

PI key, let us know!



Course homepage: Home

Click this



Course homepage: Lab



Course homepage: Lab



Note on flag

• Format: is521{...}
• e.g., is521{thi5_i5_s4mple_fla9_f0r_y0u}

• Usually, locate at /is521/[lab_name]/[challenge_name]/flag
• e.g., /is521/lab01/tut01-crackme/flag

• Sometimes, a binary embeds the flag itself
• e.g., bomlab in lab01

• If you cannot find where the flag is, don’t hesitate ask us



Hint system for you!

• Some challenges have hints for you.
• If you want, feel free to open it!



CTF server

• ssh YOUR_ID@teemo.kaist.ac.kr –p 9000 –i
YOUR_PRIVATE_KEY

• cd /is521/lab01
• cat README

• If you are using Windows, please install WSL2 
(https://docs.microsoft.com/en-us/windows/wsl/install) for 
using linux

mailto:YOUR_ID@teemo.kaist.ac.kr
https://docs.microsoft.com/en-us/windows/wsl/install


Status

• Total score reflects writeup status (i.e., no writeup == zero!) 



Write-up

• You should submit a write-up for each challenge to get actual 
point!

• Be concise yet precise!
• You should use Markdown (https://www.markdownguide.org/) 
to write your writeup

• You don’t need to submit writeups for tutorials and the first 
lab

https://www.markdownguide.org/


Write-up sample
Description

Exploit code

Collaborator
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